r Historically, in addition to economic and technical hurdles, state and federal health information privacy laws have been cited as a significant obstacle to expanding electronic health information exchange (HIE) in the United States.
r Today, health care providers' complaints about legal obstacles to HIE may be better understood as reflecting concerns about the economic and competitive risks of information sharing.
Context:
Although the clinical benefits of exchanging patients' health information electronically across providers have long been recognized, participation in health information exchange (HIE) has lagged behind adoption of electronic health records. Barriers erected by federal and state health information privacy law have been cited as a leading reason for the slow progress. A comprehensive assessment of these issues has not been undertaken for nearly a decade, despite a number of salient legal developments.
Methods:
Analysis of federal and state health information privacy statutes and regulations and secondary materials. protected health information for treatment purposes and does not hold providers who properly disclose information liable for privacy breaches by recipients. The failure of federal efforts to establish a unique patient identifier number does slow HIE by inhibiting optimal matching of patient records, but other action to facilitate matching will be taken under the 21st Century Cures Act. The Cures Act also creates the legal architecture to begin to combat "information blocking." Varying patient consent requirements under federal and state law are the most important remaining legal barrier to HIE progress. However, federal rules relating to disclosure of substance-abuse treatment information were recently liberalized, and development of a technical standard, Data Segmentation for Privacy, or DS4P, now permits sensitive data requiring special handling to be segmented within a patient's record. Even with these developments, state-law requirements for patient consent remain daunting to navigate.
Conclusions:
Although patient consent requirements make HIE challenging, providers' expressed worries about legal barriers to participating in HIE likely primarily reflect concerns that are economically motivated. Lowering the cost of HIE or increasing financial incentives may boost provider participation more than further reducing legal barriers.
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T he 21st Century Cures Act, enacted by Congress in December 2016, devotes nearly a hundred pages to measures aimed at accelerating progress toward widespread interoperability of electronic health records (EHRs).
1 These provisions reflect an understanding that, alongside technical, economic, and workflow issues, [2] [3] [4] [5] health information privacy laws are perceived as posing obstacles to the growth of electronic health information exchange (HIE) among health care providers. Despite efforts to craft federal privacy law so as to permit information sharing among providers for treatment purposes, finding the balance between allowing information to flow freely to improve health care and respecting patients' privacy rights has proved challenging.
In the mid-2000s, a flurry of scholarly articles called attention to the problem of legal barriers to HIE and plumbed its contours. [6] [7] [8] [9] [10] [11] [12] A decade on, where do things stand? Several developments over the past decade (Table 1) make it timely to reevaluate. We review the landscape, the likely effects of recent efforts to smooth the "legal speed bumps," 6 and the prospects for HIE growth going forward. We focus on information exchange for clinical purposes, rather than public health or research uses. r Directs HHS to convene stakeholders to determine how federal substance abuse confidentiality regulations affect patient care and privacy.
r Directs HHS to issue a rule requiring that health information technology entities, as a condition of Medicare certification, do not engage in information blocking. Requires providers to attest they are not engaging in information blocking. Provides civil remedies for information blocking practices.
r Directs GAO to study how to ensure accurate patient record matching. Convenes a committee to recommend standards to promote interoperability, including technology for accurate patient record matching. r Reduces the prevalence of opt-in consent regimes, thereby increasing rates of patient participation in HIE.
Abbreviations: ONC = Office of the National Coordinator for Health Information Technology; HIPAA = Health Information Portability and Accountability Act; HHS = Department of Health and Human Services; GAO = Government Accountability Office; OCR = Office for Civil Rights; SAMHSA = Substance Abuse and Mental Health Services Administration; DS4P = Data Segmentation for Privacy initiative; HIE = health information exchange
We conclude that some important legal barriers persist, but many legal issues that health care providers have cited as obstacles to their participation in HIE are today quite tractable, or even illusory. Complaints about these issues may, to some extent, be understood as standing in for other concerns-namely, provider organizations' assessment that participating in HIE does not offer them sufficiently valuable benefits and could involve competitive harm.
The Slow Growth of HIE
HIE is the process of electronically sharing identifiable patient health information across provider organizations to support treatment and related needs, such as quality measurement and care coordination. HIE can occur at various levels of scale. Two organizations can establish HIE with each other, or HIE can be established in ways that enable exchange among a large set of providers, based on geographic location, a shared EHR vendor, strategic alignment, or some other boundary. HIE at a larger scale typically involves a third-party intermediary that establishes the technical infrastructure and governance approach. Although there are many types of information exchange arrangements, 13 they face similar legal barriers.
Information about progress toward HIE has arisen from studying third-party efforts to establish exchange organizations, which fall into three categories. 13 Community HIE efforts, often called "health information organizations" (HIOs) or regional health information organizations (RHIOs), involve "a neutral, third-party organization that facilitates information exchange between providers within a geographical area to achieve more effective and efficient healthcare." 14 There are more than 100 operational community HIEs, but they have experienced a high failure rate and report many barriers spanning legal, governance, technical, sustainability, and provider engagement. [15] [16] [17] [18] [19] HIE initiatives by EHR vendors, the second category, have focused on connecting providers that use the same EHR vendor. For example, Epic operates a large vendor network, the Care Everywhere Network. This "walled-garden" HIE is available only to providers who are Epic members. The third category, enterprise HIE efforts, strategically aligns groups of providers by using HIE to encourage referrals and tighter organizational relationships. Compared to community HIE efforts, there is less research available on the progress of the latter two types of initiatives.
A few HIE efforts do not fit in the above categories. One example is the eHealth Exchange, a large, national exchange framework that has been used by 4 federal agencies, about 50% of US hospitals, 26,000 medical groups, and 100 million patients in 50 states. 20 Originally a federal initiative, it was handed off to the private-sector Sequoia Project in 2012. eHealth Exchange's current incarnation, known as Carequality, is not a technical infrastructure for information transmission and storage, but rather a legal framework and means of credentialing exchange transactions of those who participate in it and pay fees. 21 A second example is the CommonWell Health Alliance, a private consortium that developed along similar lines, but without federal financial support. 22 Both organizations developed their own legally enforceable master agreements for their participants setting out expectations, what constitutes a breach, and where liability for breaches rests. In 2016, following congressional action on the slow pace of interoperability, Sequoia and CommonWell announced a collaboration. 23 In October 2017, the Office of the National Coordinator for Health Information Technology (ONC) deputy national coordinator testified before the Senate Committee on Health, Education, Labor and Pensions that Sequoia and CommonWell were collaborating with ONC to help it fulfill its obligations under the 21st Century Cures Act to develop a uniform, voluntary trust agreement. 24 Varied approaches to HIE have emerged because of the longrecognized value of exchanging patients' health information electronically across providers coupled with the rapid adoption of EHRs over the past decade. 25 In concept, capturing patient health information electronically in EHRs should make sharing it easier. However, HIE has not proven easy, and participation in HIE has lagged behind adoption of EHRs.
While there are many ways to measure engagement in HIE, ONC's Interoperability Roadmap lays out 4 core domains: find, send, receive, and use. 26 According to the most recent national data (Table 2 ), only about half of hospitals and a third of office-based physicians reported finding patient health information electronically from sources outside their health system, and only a fifth of hospitals engaged in all 4 domains. 27, 28 On another measure, the percentage of care transitions for which a summary care record was electronically sent to the subsequent provider, only 15% of eligible providers and 6% of eligible hospitals engaged in this practice for at least 80% of care transitions. 29 The United States has essentially adopted a "bottom-up, evolutionary" approach to HIE rather than mandating participation. 30 An extraordinary amount of effort, however, has been put into spurring the growth of HIE with the ultimate goal of creating fully interoperable health records. Since 2004 there has been a federal office dedicated to the job: ONC, which sits within the Department of Health and Human Services (HHS). ONC has funded multiple state initiatives to plan and pursue activities to advance HIE. 31, 32 In 2009, the Markle Foundation's Connecting for Health public-private collaborative completed several years of intense work, culminating in a set of standard contracts and policies that organizations interested in HIE could adopt. 33 With the enactment of the Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009, 34 ONC grew and was tasked with awarding hundreds of millions of dollars in grants as seed money for HIE. Prior to HITECH, a few states, notably New York, had enacted statutory frameworks intended to encourage HIE. After HITECH, about half of states enacted legislation to take advantage of the available grants and in some cases provide additional incentives or legal and privacy frameworks for HIE. 35 That such substantial time and resources have been devoted to promoting HIE without achieving broad success reveals the difficulty of the enterprise. Although there are many barriers to HIE participation, legal obstacles regularly emerge in discussions of why progress has been limited. In a recent national survey of community HIEs, 86% cited privacy and confidentiality concerns as a barrier to progress, 81% cited managing the complexity of patient consent, and 82% cited accurately linking patient records 36 -all problems traceable to laws or stakeholders' understanding of laws. For example, the United States lacks a unique patient identifier (UPI) for use in linking records because Congress has prohibited the use of federal funds for its development or implementation. When ONC and the Centers for Medicare and Medicaid Services (CMS) invited comments from stakeholders on a strategy for accelerated progress toward HIE, many expressed concerns about being able to comply with state and federal privacy laws, especially those regarding patient consent for information disclosure. 25 We thus turn to an analysis of the most important perceived legal barriers to HIE, which are of 5 main types: (1) the federal Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule; (2) varying state-law requirements concerning patient consent for record disclosure; (3) special federal-and state-law protections for particular types of sensitive health data; (4) the failure of attempts to implement a uniform patient identifier; and (5) insufficient measures to prevent "information blocking." We assess how formidable these legal barriers are and how this has changed over the past decade.
We focus on privacy-law issues because they have been at the forefront of discussions about HIE. Cybersecurity concerns, too, may have chilled interest in HIE in recent years. In May 2017, for instance, the WannaCry malware infected hundreds of hospital operating systems across Europe, holding electronic health information for ransom and causing shutdowns of care. Although hacking incidents may give rise to liability, they raise a quite different constellation of issues that is beyond the scope of this article.
HIPAA Privacy Rule
HIPAA, passed in 1996 and implemented over the next several years, 37, 38 has been much derided as a clumsy vehicle for protecting the privacy of personal health information. When this information is held by certain types of health care organizations, such as hospitals and health plans, it is called protected health information, or PHI. Although the HIPAA statute's passage predated the implementation of HITECH, the legislation actually derived from Congress's decision to require that medical bills be digitized. That digitization necessitated the creation of privacy (and security) requirements, and the HIPAA Privacy Rule was born.
To this day, Privacy Rule requirements for collecting, maintaining, accessing, and disclosing PHI are the same whether the information is in paper or electronic form. (HIPAA's Security Rule, in contrast, applies solely to electronic health information.) HIPAA's architects thus anticipated electronic information exchange rather well, creating what has proven to be a workable framework for information transfer for clinical purposes. However, the statute was not designed with today's HIE in mind. Whenever a law must be applied to a novel set of facts, the potential for misapprehensions arises. Indeed, persistent, widespread misconceptions among providers about how HIPAA's requirements apply to electronic exchange of a wide range of clinical data have provoked anxiety about liability, impeding HIE.
The Privacy Rule generally requires written patient authorization for release of identifiable PHI by "covered entities"-health care providers that transmit health information electronically, health plans, and health care clearinghouses. However, several exceptions to the general rule exist. Where an exception applies, the relevant entities may exchange identifiable electronic health information without first obtaining the individual's written permission.
Most salient, no authorization is required to share PHI (except for psychotherapy notes) for the purpose of "treatment, payment, or health care operations," provided appropriate security processes to transmit the data are in place and provided each custodian of the PHI in the process applies appropriate security safeguards. Covered entities may contract with other organizations for these purposes, making the organizations "business associates" under HIPAA. Business associates carry the same legal liability for breaches as the covered entities they serve, and they may not use HIPAA-protected identifiable health information for their own business purposes.
The HITECH Act brought third-party HIE efforts definitively into the HIPAA fold. 39 Organizations that provide PHI data transmission or EHR services to a covered entity are automatically deemed business associates under HIPAA. Further, under HITECH, business associates are not merely accountable by contract, they are directly accountable to HHS for compliance with applicable portions of HIPAA's Privacy and Security Rules. Both HHS and state attorneys general have authority to enforce HIPAA through civil and criminal proceedings. In summary, HITECH preserved the existing Privacy Rule exception permitting HIE for treatment, payment, or health care operations purposes, but strengthened the accountability of nonprovider organizations involved in such exchanges.
Health care providers, however, have long behaved as though HIPAA's Privacy Rule constrains their ability to participate in HIE-and it is not clear whether they misunderstand the rule or instead deploy a misconception as a pretext for decisions not to participate in HIE for other reasons. 40 Work by the Health Information Security and Privacy Collaboration (HISPC), convened by ONC and the Agency for Healthcare Research and Quality (AHRQ) in 2005, identified considerable misunderstanding among stakeholders about HIPAA's authorization requirements.
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Things had not significantly improved when ONC took another look at the issue in 2015, at a time when most hospitals and physicians used EHRs daily. 26 The nature of the misunderstanding is simple: the Privacy Rule provides that disclosures that fall within the treatment-and-operations exception require no separate patient authorization beyond the general consent for medical treatment, but some providers have nevertheless insisted on seeking one. 10 A patchwork of organizational policies for patient consent has resulted. Both opt-out decisions by patients and the variation in policies across providers have served as barriers to the free flow of health information for treatment purposes.
A second misconception is that covered entities that disclose PHI could be liable under HIPAA for the acts of downstream data recipients. A lawyer's worst-case scenario is that a hospital client scrupulously adheres to HIPAA's rules regarding the transfer of PHI to other covered entities and their business associates, but one of those recipients subsequently acts irresponsibly and breaches the confidentiality of the information, triggering litigation and enforcement actions. Why, the lawyer may counsel, take the risk of sharing information?
Both these notions-that HIPAA requires written authorization for HIE and that liability flows upstream to the discloser who did everything right-are incorrect. Yet the perceptions have constrained progress toward HIE. For instance, concerns about liability for downstream breaches were reportedly one of the chief factors obstructing the growth of an early community HIE effort in Santa Barbara, California. 9 Although liability concerns can in theory be addressed in the contracts executed among the parties engaged in HIE, that case study illustrates that reaching agreement can be arduous. The more contentious the negotiations, the easier it is for providers to simply decline to participate in HIE. Additionally, providers who share health information may be concerned about reputational harm from publicity about breaches by downstream users, even if they do not have legal liability.
The persistence of misguided concerns about HIPAA requirements is striking in light of the dearth of private litigation and federal enforcement actions that would signal that a real liability threat exists. What explains the tenacity of unduly conservative HIPAA interpretations? Risk-averse legal counsel can have a surprising amount of influence within organizations. In-house lawyers often see their primary role as minimizing the organization's liability, as opposed to helping the organization achieve its mission, and institutional leaders may judge counsel's performance primarily based on the metric of liability. In large provider organizations, general counsel may delegate HIPAA compliance responsibilities to lower-level personnel who are overly compliance-focused and whose interpretations of HIPAA may go unchallenged. Outside counsel and consultants, too, may overemphasize liability risks because this reinforces the importance of the services they provide to the organization. Whatever the reason, misconceptions have been hard to dislodge.
Recent Developments
Recently issued guidance documents leave no room for doubt about downstream liability for HIE under HIPAA. In January 2016, ONC and the HHS Office for Civil Rights (OCR), the agency that enforces HIPAA, jointly issued 2 fact sheets in order to clarify how providers may exchange PHI under HIPAA for treatment and operations purposes. [41] [42] [43] The fact sheet on permitted disclosures for treatment purposes states in simple language that a provider who discloses PHI to another provider in a permitted, secure manner is not liable for breaches by the recipient. To the contrary, "the receiving physician, as a CE [covered entity] itself, is responsible for safeguarding the PHI and otherwise complying with HIPAA." Similarly, when sending PHI to business associates, the sending providers "are not responsible for what the BA does with the PHI once it has been disclosed permissibly and securely." The second fact sheet states the same regarding disclosures for operational purposes such as quality-of-care assessments. Both sheets include examples of permissible information sharing through HIE.
Efforts to further educate the legal and provider communities are ongoing. Section 4004 of the Cures Act, for example, directs ONC to continue to issue "guidance on common legal, governance and security barriers" to HIE.
1 Section 4006(a)(2) directs the HHS secretary (in conjunction with OCR) to further educate providers about their ability to engage in HIE to care for their patients and improve health.
Given these developments, it would be difficult for any informed lawyer to maintain the argument that HIPAA is a reason not to engage in HIE. Though confusion may persist within some provider organizations about what the overall framework of state and federal privacy laws requires, HIPAA's rules are now explicated quite clearly. Thus, as ONC implied in a recent report to Congress, 44 HIPAA privacy concerns may be being used as a rationale to not exchange data when it is not in an organization's business interest to do so.
There is one aspect of HIPAA, however, that does create a barrier to HIE: as discussed earlier, it allows states to maintain privacy laws that are stricter than HIPAA. Congress could have designed HIPAA so as to preempt, or trump, stricter state laws, but chose not to. The result has been to preserve what is widely agreed to be the most substantial legal barrier to the growth of HIE 26 : varying state requirements for patient consent.
Inconsistent State-Law Requirements for Patient Consent
A complex web of state laws protects the confidentiality of medical records. 45 A given state often has multiple laws pertaining to different types of health information, and laws vary from state to state. Many state laws preceded HIPAA, dating to the 1970s and 1980s, when concerns about discrimination on the basis of health conditions were at a fever pitch. The state landscape is particularly varied because, as is discussed later, some states have modernized their laws to explicitly address electronic health information sharing while others have not. 30 About half of states have laws applying to hospitals and/or health care professionals, 46 but there are also many specialized laws that cover specific data holders (for instance, schools, day care facilities, or correctional facilities) or data types. There are also state laws specifying when minors may control their medical records, although variations in these laws are beyond the scope of our HIE-focused review.
State-law requirements for consent are often more stringent than HIPAA, and they fall into two buckets. The first bucket considers permission for electronic exchange as an activity. 47 For example, Minnesota requires written consent to release any and all health information outside of an emergency. 48 The second bucket is state laws requiring special permission to exchange specific types of health information. In addition to general health privacy statutes, some states have laws relating to particular types of sensitive data, such as information about substance abuse, mental health, HIV/AIDS, other sexually transmitted infections, genetic testing, and disability. 7, 48, 49 A recent analysis found, for example, that about a third of states have mental health privacy laws with consent provisions that are more restrictive than HIPAA. 50 Adding to the complexity, an additional layer of federal laws, discussed later, imposes consent requirements for some of these same classes of sensitive information (Table 3) . Thus, the web of laws governing patient consent is multidimensional: both federal and state, and relating to both what types of information may be shared and who may share with whom.
The thicket of state and federal laws makes it arduous to identify all applicable laws and the segments of a patient's record to which they apply, increasing the cost of engaging in HIE, creating bewilderment about what is allowed, and fueling reluctance to share health information both within and across states. Two substantial research initiatives, one in 2006-2009 51 and another in 2016, 48 identified "significant confusion" among stakeholders about when consent is required under state law. The Health Information Security and Privacy Collaboration (HIPSC) project, initiated by ONC and AHRQ in 2006, concluded that "it is virtually impossible for health care stakeholders to track and maintain knowledge of all these legal factors. . . . As a result, health care stakeholders delay or fail to exchange information due to liability concerns." 51 Nearly a decade later, a study by the National Governors Association documented the persistence of the problem, indicating that despite tenacious efforts, not enough progress has been made to create common understandings or uniform laws. Providers operating in multiple states tend to adopt policies adhering to the requirements of the most stringent state, the report concluded, which "results in a situation where optimal information flow does not occur." 48 Thus, variation in state-law consent requirements inhibits HIE. A rare study quantifying the effect of this legal barrier on engagement with electronic data systems found that state privacy laws restricting hospitals' ability to disclose health records reduced hospitals' adoption of EHRs by 24% over the 1997-2005 period. 8 
Recent Developments
A great deal of thoughtful work by state officials and scholarly commentators has gone into mapping the problem of state-law variation and recommending solutions. These efforts have provided clear road maps forward, but have yet to inspire much action. The HISPC project, involving experts from 34 states, used focus group research to identify laws and business practices that were obstructing HIE. The collaborative then examined a variety of alternative solutions and developed tools and resources for states interested in addressing these barriers. 32 The 2009 HISPC report on consent issues revealed much about the complexity of the issues but provided few substantive decisions about the optimal approach to patient consent. 51 No consensus was reached, for instance, on whether patient consent should be required by states at all; or, if it is, about whether patients should be asked to opt in or opt out of information sharing. To resolve interstate conflicts of law, the collaborative recommended that states develop interstate compacts, in which 2 or more states execute a voluntary, legally binding agreement about which rules will govern.
By 2016, when the National Governors Association took another look at this issue, no interstate compacts had emerged. Interviews with more than 90 state officials and other stakeholders found that there was consensus that states needed harmonized laws, but no appetite for undertaking the difficult political work involved. 48 Although harmonization remains elusive, some states have taken steps individually to modulate their privacy laws' stringency in order to facilitate HIE. For example, Hawaii, Kansas, Wisconsin, and Utah have passed legislation to allow HIE in accordance with HIPAA, eliminating more restrictive state requirements. 48 Nevada, Ohio, and Colorado adopted similar laws for exchanges of electronic health information only. 48 Arizona shifted to an opt-out consent regime for HIE. 52 New York recently proposed new consent rules to make data more available for exchange. 53 Maryland modified the privacy laws applicable to its insurers so that they could exchange identifiable claims data with physician practices. 54 These steps have been helpful. However, a recent review of state laws relating to HIE concluded that much work remains to be done. As of 2016, among 31 states with laws addressing privacy and HIE, 16 followed the opt-out approach, 8 described an opt-in process, and the rest adopted other approaches to HIE participation. Twenty-three states imposed specific confidentiality requirements on HIE users and 5 mentioned confidentiality without providing specific requirements. 45 As an alternative to legal harmonization, technical solutions for ensuring compliance with varied state laws have also been pursued. From 2013 through 2015 ONC nurtured the development of a technical standard called Data Segmentation for Privacy, or DS4P. DS4P is a standard for adding a metadata tag to an electronic document to flag it as needing patient consent before being disclosed. Historically, it has been difficult or impossible for providers to separate out parts of a patient's record that are subject to special consent requirements from parts that are not. The DS4P tag can help address this problem, although there is some disagreement within the health IT community about whether DS4P is ready to be implemented at scale.
In October 2015, ONC published DS4P as an optional feature that EHR vendors could include in their new products effective January 1, 2017, and which ONC would test and certify. The standard has since been endorsed by the Substance Abuse and Mental Health Services Administration (SAMHSA), which administers federal privacy regulations relating to records of federally funded substance abuse treatment. If health care providers purchase EHRs with DS4P capability, they can reduce the risk of inappropriately disclosing private information and the challenges of navigating different state-law requirements. However, as long as DS4P remains an optional feature of certified EHR technology, providers will have to request-and pay extra for-the capability. And, as with any technical standard that depends on coding and implementation specifications, DS4P's power could be undermined by nonstandard implementation.
Even with data segmentation, state-law variations in consent requirements may continue to chill the growth of HIE because of their effects on patient participation in information sharing. Patient participation rates in HIE in an opt-out versus an opt-in regime are substantially different, likely reflecting humans' well-documented tendency to select the default option when their choice is structured to include one. 55, 56 States that adopted opt-out consent regimes in the wake of HITECH have reported opt-out rates from HIE in the 2%-5% range. [57] [58] [59] Other research shows that when state law required patients to opt in to use of their health data for research purposes, only 19% of patients did so. 60 The lower participation rate could be attributable to the different use to which the data would be put, but the necessity of shifting off the default choice likely played a role as well.
When patient participation in HIE is low, providers' interest in information exchange suffers too. Providers conclude, with reason, that the value of participating in HIE is lower if the data are less complete. 35 An expert panel convened by ONC concluded that opt-out and opt-in consent are equally viable in terms of respecting autonomy and protecting privacy 61 -but they clearly have dramatically different consequences for the robustness of HIE.
In summary, limited progress has been made in addressing statelaw provisions that impede HIE. Inconsistency remains a barrier. Even within a state, providers may have to navigate multiple laws relating to different parts of a patient's medical record. Data segmentation capabilities could provide considerable relief, but only to those who adopt DS4P-enabled EHR systems and are confident about the types of data that need to be specially tagged.
Special Federal Protections for Particularly Sensitive Health Information
A number of federal-law provisions impose heightened patient consent requirements for disclosure of certain kinds of sensitive health information, similar to the ways state health privacy laws do. Like the state laws, these laws have been identified as barriers to HIE because they make different aspects of a patient's health record subject to different requirements.
The most important federal laws relate to veterans, genetic information, and alcohol and substance abuse treatment. For veterans, 38 U.S.C. § 7332 provides heightened confidentiality protections for information relating to drug and alcohol abuse, HIV infection, and sickle-cell anemia. Specific written consent for disclosure of this information is required unless narrow statutory exceptions apply. The most helpful exception permits information exchange among health care providers within the Department of Veterans Affairs-but does not extend to providers outside that department even when the exchange is for treatment purposes.
The Genetic Information Nondiscrimination Act of 2008 (GINA) 62 has been counted among the federal-law barriers to HIE. 7 GINA precludes employers from disclosing genetic information they hold about employees except by written request of the employee, unless narrow exceptions apply. It also amends HIPAA to specify that genetic information is protected health information for purposes of HIPAA's Privacy Rule and prohibits health plans that are HIPAA-covered entities from using or disclosing genetic information for underwriting purposes. 39 These provisions in theory could affect HIE where health information is generated by a provider in the employer organization or in an integrated health system that is both a health plan and a provider.
Citing these provisions as a barrier to HIE is a mistake, however. The health plan provision does not affect disclosures made for nonunderwriting purposes, including treatment. Further, GINA's employer provision does not affect disclosures that are otherwise permitted under HIPAA. Continued expressions of concern about GINA as a constraint on HIE, however, are evidence of how poor the understanding is at an operational level of which rules apply to which data.
A final source of confusion constraining HIE is the federal 42 C.F.R. Part 2 rules, which are enforced by SAMHSA. These rules restrict the conditions under which identifiable health information held by a federally funded program that provides substance use disorder services can be disclosed.
The Part 2 regulations were promulgated in 1975 at the direction of Congress 63 out of concern that confidentiality and discrimination worries might be keeping patients from seeking substance abuse treatment. The authorizing legislation and subsequent regulations apply to disclosure of any information obtained by a federally assisted drug or alcohol abuse program that would identify a patient as an alcohol or drug abuser. Covered programs include those that receive federal grants or Medicare or Medicaid payments, including specialized programs and staff within general medical facilities, as well as any federally funded health insurance used to obtain substance use disorder benefits. 64 Part 2 requires that specific patient consent be given (or a court order produced) to disclose records and prohibits onward sharing by the recipient. Unlike HIPAA, there is no treatment exception, although disclosures can be made without consent to "qualified service organizations" providing ancillary services like laboratory tests.
Recent Developments
In March 2017, SAMHSA finalized a revised rule that liberalizes the Part 2 consent rules. 65 It permits patients to designate a general entity, such as an HIO and its affiliated providers, to receive their health information. In contrast, the original Part 2 rules stipulated that when patients released their information, they had to name each individual and organization that could receive the data. This meant that patients could not give general permission for an HIO to share information across its current and future members.
The rule change was intended to facilitate HIE for treatment purposes and to better integrate substance abuse patients into integrated health care models. It greatly improves the ability of HIOs to make information flow across evolving networks of member providers, and it allows an individual to authorize an HIO to store the information (as opposed to sending to a specific provider). However, it retains the requirement of a separate patient consent for release of drug and alcohol information; a general consent for HIE that applies to all types of information is insufficient. Additionally, it does not permit the HIO or its member providers to pass the information along to other providers who are treating the patient but are not members, unless separate consent is obtained. Therefore, the substance abuse regulations will continue to serve as an obstacle-albeit a smaller one-going forward. Further, it may be some time before organizations modify their policies and procedures to take advantage of the revised Part 2 rules.
Additional action relating to Part 2 may be on the horizon. The 21st Century Cures Act, section 11002, directs the HHS secretary to convene stakeholders within a year to determine the effect of the Part 2 regulations on patient care, health outcomes, and privacy.
1 This certainly could include review of the effect of the consent requirement for substance abuse on HIEs and impacts on patient care. It could also address reports that providers are often confused about whether they are a covered organization under Part 2. For example, many providers of mental health care (but not substance abuse disorder treatment) reportedly misperceive themselves as subject to Part 2 obligations even though they do not hold themselves out as being substance abuse providers. 48 Although these steps within the Cures Act may be helpful, the act does not ease the privacy protections in the original statute pursuant to which Part 2 was promulgated. 63 In July 2017, the President's Commission on Combating Drug Addiction and the Opioid Crisis moved the ball further by recommending in its draft report that the Part 2 regulations be aligned with HIPAA's privacy rules. 66 Citing the written consent requirements for substance abuse records as a barrier to effective care for opioid-addicted patients, the commission essentially called for a treatment exception to the consent mandate. Legislation that would do the same was introduced in the House in July. 67 Repealing the special consent requirements and allowing antidiscrimination laws to do the work of protecting patients against discrimination based on their substance abuse treatment are the surest ways to overcome this roadblock to HIE. Unless and until this occurs, the most promising way forward is technical. As discussed earlier, the DS4P standard will help address some of the difficulties in cordoning off substance abuse treatment data within the EHR. The rest of the patient's record, at least, can then be exchanged.
Failed Efforts to Establish a Unique Patient Identifier
A final legal barrier to HIE is the repeated failure of efforts to establish a unique patient identifier number (UPI) that is universal to all health records. A highly reliable method of matching records to patients is needed to ensure that a patient's EHR contains full, accurate information, but this has not been part of the national strategy for accelerating HIE. 4 Omissions and errors in matching can lead to serious patient harm and mistakes in disclosing sensitive information to the wrong persons. 10 One way to match patient records is for organizations to use algorithms to try to match patients on the basis of identifying characteristics such as gender, date of birth, Social Security number, and address. To date, algorithmic matching has offered a viable alternative to a UPI, but no algorithm is perfect.
Given the vast number of matches made daily, even a tiny error rate can affect large numbers of patients. But error rates can be substantial: a survey of 128 health care leaders found that nearly half experienced "false-negative" matching errors of 8% or higher (some as high as 20%); 40% experienced "false-positive" errors at this level; and 19% attributed one or more adverse events in the past year to a matching error. 68 Concerns about mismatches may account for the survey finding that 8 in 10 community HIEs view difficulties achieving accurate patient record matching as a barrier to progress on HIE. 36 Recognizing that a UPI is the natural solution, HIPAA instructed HHS to issue a UPI standard. However, UPI proposals encountered vocal political resistance from privacy advocates, prodding Congress to intervene in 1999 to prevent HHS from promulgating any such standard, or even expending money to assist in its development, without congressional approval. 69 Objections reflected concerns that without adequate privacy and security protections in place, privacy risks are amplified when information flows freely across boundaries, with the UPI as the technological conduit. Arguably, such complaints overlook the privacy and security risks posed by the widespread use today of alternative identifiers, such as birthdates and Social Security numbers. 69 The privacy objections, at their core, are protests of the very concept of HIE: the UPI is a means of accelerating a future that causes privacy advocates great disquiet.
The legal impediment erected by Congress to UPI implementation has hampered the growth of HIEs, particularly beyond the local and regional levels. 12, 69 Not only does the lack of UPI pose a technical barrier to linking records, but by elevating the risk of inaccurate matches and missed records, it heightens the risk of erroneous patient care decisions. Recognition that record matching is imperfect feeds providers' fears that malpractice liability may ensue from acting on false or incomplete information. Providers may also worry that erroneous matches will lead them to inadvertently share information about a patient who has directed that her information not be disclosed. These concerns reinforce providers' reluctance to exchange records electronically.
2,69

Recent Developments
There are signals in the Cures Act that a solution to the UPI problem may be on the way. Section 4007 directs the General Accountability Office to conduct a study within 2 years on ONC policies and activities and the practices of other stakeholders "to ensure appropriate patient matching to protect patient privacy and security." The study's explicit objectives are "improving matching rates" and "reducing matching errors." The study must determine whether ONC could improve patient matching by "defining additional data elements" or other means.
Section 4003 of the Cures Act also calls for a Health Information Technology Advisory Committee to recommend standards and specifications to promote interoperability, which are likely to include matching methods. The committee is instructed to target its efforts to identifying "technology that provides accurate patient information for the correct patient, including exchanging such information, and avoids the duplication of patient records."
If these studies point toward a UPI as the preferred matching method, it may embolden HHS to seek congressional approval for a new standard. In the interim, ONC, in partnership with medical malpractice experts, could ease providers' concerns by continuing to educate them about their liability for malpractice. It is unlikely that under a negligence standard they would be held liable for care decisions based on information they could not reasonably have known was missing or inaccurate. Calming this outsized anxiety could encourage broader provider participation in HIE.
Information Blocking
Information blocking occurs "when persons or entities knowingly and unreasonably interfere with the exchange or use of electronic health information." 44 Examples of blocking by a provider include the following: refusing to transmit patient information to a competing organization electronically and insisting on fax transmission; ignoring a patient's instruction to send his health information to a third party; refusing to share data with others due to purported concerns about security at the recipient organization; and deploying products with limited interoperability or data export capabilities. 44, 70 Blocking by vendors occurs when, for instance, a vendor prices its products so high that providers cannot afford to buy interoperable systems; 48 charges a fee every time a patient's information is sent, received, or searched out; refuses to exchange information with certain organizations or systems; or requires providers to use direct, secure connections for information transfer that are prohibitively expensive. 44 Information blocking is not, strictly speaking, a legal barrier to HIE-rather, it is a market barrier that until recently the law had not intervened to correct. It arises because of competitive disincentives to participate in HIE. It can be to providers' economic advantage to make patient information hard for others to access, because it makes it more difficult for patients to switch to other providers and for physicians to refer patients out of network. Vendors also maximize their competitive position by holding patient data within walls that providers must pay to pass through. 71 Exchanging data only within these walled gardens makes it easier for vendors to attract and retain customers. Provider and vendor disincentives may reinforce each other: it is easier for a provider to decline to engage in HIE when vendor HIE costs are high, and providers may not demand low-cost HIE options from vendors.
Although the prevalence of information-blocking practices has not been systematically measured, exploratory research and the volume of unsolicited complaints about information-blocking practices suggest it is a significant problem. 44 A recent survey of 60 individuals leading HIE efforts found that 50% reported that EHR vendors routinely engaged in blocking and another 33% said it occurred occasionally. Further, 25% said that hospitals and health systems routinely engaged in blocking and 34% said they did so occasionally. Among the forms of blocking reported, one notable finding was that 50% of respondents said that hospitals and health systems routinely or sometimes "use HIPAA as a barrier to patient health information sharing when it is not." 70 
Recent Developments
Following a crescendo of complaints about information blocking, in 2014 Congress directed ONC to investigate the practice. ONC's February 2015 report concluded that "while the evidence is in some respects limited, there is little doubt that information blocking is occurring and that it is interfering with the exchange of electronic health information." 44 The report outlined the need for additional legal tools to prevent information blocking and recommended specific actions for Congress to take.
In 2016, Congress responded by prohibiting certain types of information blocking as part of the 21st Century Cures Act. Section 4002 of the act requires the HHS secretary to issue regulations specifying that refraining from information blocking is a condition of certification of vendors' EHR products. Section 4004 provides a basic definition of information blocking, subject to elaboration in forthcoming regulations. The broad definition encompasses practices that are "likely to interfere with, prevent, or materially discourage access, exchange, or use of electronic health information" and that the IT developer, exchange, or network knows or should know is likely to have that effect. (The definition for providers is more lenient, applying only where the provider "knows that such practice is unreasonable and is likely to interfere with, prevent, or materially discourage access, exchange, or use of electronic health information.") Section 4004 empowers the federal Office of the Inspector General to investigate claims of information blocking and impose stiff financial penalties on IT developers, exchanges, and network organizations. In contrast, providers who engage in the practice are merely "referred to the appropriate agency to be subject to appropriate disincentives using authorities under applicable Federal law," to be described in rulemaking by the HHS secretary.
The Cures Act's focus on IT organizations (as opposed to providers) is notable. This focus is understandable in light of the fact that these entities built their business on financial incentives for health IT adoption that were financed by taxpayers. However, a portion of the responsibility for impeding HIE rests with provider organizations and their lawyers, whose persistent belief in privacy myths contributes to information blocking.
In addition to prompting action in the Cures Act, ONC's report has impacted state legislators' thinking. In 2015, Connecticut passed a law making information blocking illegal under the state's unfair trade practices law, stipulating that patients (not providers) are the owners of their own medical records, and providing substantial information rights to patients. 72 It remains to be seen how the Cures Act's information-blocking provisions will play out, and in particular, what actions will be taken against providers. Nevertheless, the recent developments on information blocking are very promising and could substantially address the problem.
Discussion
To summarize, although some legal barriers to HIE persist, many have been ameliorated-in some cases, simply by clarifying what the law actually requires. HIPAA presents no obstacles whatsoever to sharing PHI for treatment and operations purposes and imposes no liability for downstream privacy breaches on disclosing entities that follow the rules. There can be no real disagreement on these points given the government's recently issued fact sheets. 41, 42 Development of a UPI has not yet occurred, but action on the problem of inaccurate patient record matching will be taken under the Cures Act.
1 The Cures Act also put the legal architecture in place to begin to combat information blocking.
1 Its provisions relating to blocking by vendors are robust, and enforcement is likely to be a high priority given the attention the issue has garnered. 73 It is less clear whether the government will take strong action in response to information blocking by health care providers, where the act gives HHS greater discretion. However, providers tend to be highly averse to even modest legal risks, which may have deterrent value.
Patient consent requirements under state and federal law are the most important remaining legal barrier to HIE expansion, 45, 47, 48 but here too, some progress has been made. The recent liberalization of the Part 2 rules pertaining to substance abuse data will facilitate broader information exchange, although a one-time patient consent is still required. The DS4P standard will allow segmentation of sensitive data so that even if specific consent is not obtained to disclose certain types of sensitive information, at least the bulk of the patient's record can be shared. Still, the complexity and inconsistency of state laws will remain off-putting to many providers.
Although no legal provisions prevent HIE, there is still much to be done to make it easy to routinely share information electronically. Ongoing work to simplify the legal regime should include developing the UPI, 36 making further efforts to disabuse providers of their legal misunderstandings, promoting and requiring the DS4P standard to accelerate widespread adoption, and reconsidering periodically whether the time is right for states to loosen consent requirements.
Efforts to simplify the legal regime would benefit any HIE effort, but may be particularly critical for HIOs. As small organizations with limited resources, HIOs are disproportionately impacted by regulatory complexity 74 alongside the changes to their technical infrastructure and governance that must occur when regulations change. In addition, given that a population's health needs are best served when all its members' health information is available for treatment purposes, if legal concerns prevent the participation of even a single provider organization, the impact on the value of the whole network can be substantial. A similar impact can occur across a national HIE network if a single but significant provider organization chooses not to participate.
However, perhaps more important than addressing the remaining legal complexities is building a strong business case for HIE participation. At this point, legal concerns may be serving as a proxy for reservations about joining HIEs that are primarily financially motivated and unrelated to potential liability costs. For many providers and vendors, the perceived costs and risks (including risk of competitive harm) continue to outweigh the perceived benefit. 4, 75 Although a full discussion of the cost-benefit equation around HIEs is beyond the scope of this article, the essence is that there is typically significant up-front cost to join HIOs or to engage in HIE, as well as ongoing maintenance costs. 2 In addition to direct participation costs, costs arise in the form of provider time to redesign workflows to integrate HIE into frontline care. Further, when HIE solutions are not well integrated, it can take extra time to use them, hampering provider productivity. 2, 76, 77 When providers are paid on a fee-for-service basis, an additional cost comes in the form of lost revenue from reducing redundant services (for example, tests that the provider sees the patient has already undergone). Finally, HIE makes it easier for patients to seamlessly switch health care providers or obtain some services out of network, potentially resulting in lost volume and revenue. 35 In contrast to these real and potential costs, the benefits are less tangible. Professional obligations and reputational benefits may drive some providers to engage in HIE. 78 There are also federal (and some state) incentives for joining HIEs. In particular, meaningful use measures that require summary care record exchange during care transitions, ePrescribing, and HIE with public health stakeholders have created incentives. More incentives may come, depending on how CMS implements the Medicare & CHIP Reauthorization Act of 2015. However, the thresholds for satisfying the criteria for receiving incentives have been low, and in some cases providers can opt out of needing to meet them. Strengthening HIE is important to the success of delivery and payment reform efforts that seek to achieve high-value care. HIE is essential to ensure that, at both individual and population levels, providers and administrators have the information they need to make safe, effective, and efficient care decisions.
The policy options to increase HIE participation by providers are straightforward: increase the benefits, decrease the costs, or require participation. CMS has indicated its strategy may involve all three, with a focus on financial rewards and further clarifications of federal privacy law in the near term and the imposition of quality standards that include HIE over the longer term. 25 Potentially, financial rewards for HIE could take either direct or indirect forms-that is, providers could be paid for engaging in HIE or for improved efficiency and outcomes that are practically achievable only with HIE. The focus on incentives seems appropriate in light of empirical evidence that incentives reduce the chilling effect of privacy laws on HIE participation, 35 although the HITECH Act's $30 billion price tag seems a substantial investment already. When CMS and ONC requested comments from stakeholders on actions that would accelerate HIE, commentators focused heavily on incentives. For example, one recommendation was to add specific reimbursement codes for HIE implementation and use. 25 Finally, CMS and HHS continue to deepen their commitment to value-based and bundled payments, which by their very nature reward well-integrated care. As a greater share of physician and hospital compensation comes to depend on using comprehensive digital health information in an effective way, the business case for HIE will strengthen. As it does, the perceived legal barriers to HIE may further fade.
